B SEHQ 7|

21N 3T
GDPR HAIHENE| 28 B35 ZaYeia
( Private Blockcham based
. GDPR Personal Data Processing Request Notarization Framework )

::nu' O T A J{? ?T?E
AR

AU B L\ O :_;"
3 Y4



Outline

> AT Hi B

T
IH

o}

._._|
ru

—r

A

> MO B 28

S E

1

=

= 17
o o —

X~
o

SE2H 9 7|8 GDPR 7HOI™MEME|

ﬂﬂ_
0

e}



0 nr.m

llS
RE -Ml ﬂfN’g

o Y
' ) : E§B| INOMATONS R
7H O'—I jg = E'—I- &l I:E” El 91 7-| L|' E= 4 I:E” ""H'RSEG“"“”'EI)A.I.ASEA'EHE \3‘9
L =4
—

HOolEH, Al 72 2™ &H 7[¥e
Ex Aoz A E Wesasmga

DHY ST OE B 87%

=
Q)
ot
my!
rlo
—
ro
ox
HL
2t
|
0

ot
L2

CIX|E M| nfel og
#2020 7l

Alo|di 2iFEl 4.4
JIEE 7.0

Q) estien

(AEZEX : www.politico.eu/)



2 20 2747t )
20184H 5& Al &
SRS

Ol

oy
F ot
OF

Il s

=
— =
7121’8 2 2 % B (General Data Protection Regulation)

(A-=KN : www.kisa.org/)



BEFH L A

Arpol ZHRIE 20 Tiet 2= # 2

MEI S AFRRRO A 25 HeE 9™
MH|A ALE X GDPR &8 S8 2|F
Y 2 Aot

- 9l 59 3

- 9l 3o #3B

+ JHPEERE|( Zel/478/ME|SX/0l5

/MH-AHE Hel &) 28 e
« MHI2 AR 280 XA 2l0] tiE o2



H12= 742l
WAL 9ot o
X

Hisx EEFH| EEA

Hiex ™A
17= ARHH(CHNHE Hl)

Hlisx= AMz|of cfst HigtH

Hlro= 7RI’ R ol FEo|Lt
AH = X 2le] Hstofl 2
g 1x o f

Hl20= 7HQIEE o|HAH

HZ8H0F &

& DS:= DCE—‘?'—H Apelof 2ok 7§l OB 7t M2l &1 QL=X| ofF et 2%t B2
JEOf gt HA|

oioly %
& DC= A EI

& DS 2&3h X|H| §10| DCREE| Athlof B3
= 7ol Holefel 4

& DC= HEXE

£H N22Z7HX|of [HE
_l_:}og QXs=

o o
— 70:"!_,

A B2 o2

Ol JHQIR 10| ALE

& DS= It=oh XA g

g 230 |ZH*H et XM glo] =X #
AFK

— |_|_E cC=

He| HALE Ii* DSO|
DS7t & ':* 2 =

a7t 9L

= M&std OF 28

10| DCE2FEH AHLO)| Ciet ZHAIEEE AXg #El7t US.

& DCE GDPRO| BA|E 0|7 & StLiEt: oY El= &9 £t XA §l0] 7H°I GlO[EIE AHE ©

L 2 DS& GDPRO'" %'AlEn_l Ol'lc')r = _5|-L|-E|-E &'%Elf =|_|_ DCE_EIl_E_I x_iEl X‘"’C‘ﬂ'% tf’:"% 2
700l B0l M2| Met 2o CHsl £est X|

& DC=

& DC=

16, 172 18

SHE 2t =LKool Al
& DC= DS7t 28st=

& DS&= 7HQ! HO|E 7t XS E DC2J
& DSE 7|&X2

& DC= 71l HIolH H&

M Blo] =X

—

|3l OF

=2
=]

9 18Z0 et SE 49l HO[E[O] 7 E A I X2| Mg el HolE 7t
ML OF 3.
B2 ¢ AR Thef DOl 2aiof B,
col s g10| 3T HO|E|S T2 DCE M&E 2|7t Ag.
= 71531 22 ¢ OOl C12 De2 el HolElE X Hoe Aalv gl
280 Tl 2Ee XI5 S0l ZAS #SHOF &
Jlgto = 3 ZRIU-S EG HEZ(1)2 (¢) E£ (S J|uro o A9l Hlo|H
x| RHAlS) £ 45 BRiEl 0|82 0|92 Mg Aalrt S,
D71 Dsel Ole, ol & K152 A Hel = BN 8ol g, A £e otE A 45
S 272 YEBA Y B O ol JHOl HOIEE Halsix &5,




Lill B

joll
ar

.

K

=

e

oo 2=

- BH FH| (Data Subject, DS) : | QI E | AR A} Zh=7[2H0] 71 CITHE X 2| 0f

ol
PONY =

t. GDPR

L I
t7|t

2|Sto MH|AS M&Sot

« MH|A AMUX}(Service Provider, SP) : 7

7

KK

X AlSFO{ OF &t
. 7§21 B X 2| X} (Data Controller, DC) ;: A{H| A AFRIALO| 70 QI & 22| Xt 7HOIHE XME| o] BA

Ol
=x

0O

ofu

ol
il

A

J|pozN HI|HoR M|

- ZHE 7|3 (Supervisory Authority, SA) : GDPR

mw

A AXEC| GDPR T+



GDPR &% ZHAl (2HIA)

0

N
e
ru

. HOIFERzE 25| 7|22 MHIA NURITL BE| > 7|2 i Ths, A2y A
. emelol 3F ojYD AlIZt 205D, 3712 Y BY 1Y 7|F OF

- SEFN VILEENE 29 HE| B 2HE

(A=K : www.joongang.co.kr)

- 358K

D omom-<Q

- .

\ /
HEEE —[:]'_, HE S ol T HIE

(A EZEXN : totaltrans.kr/)




Lill B

CH TF(Peer to peer) HHERA

—r

C
—

olo
Ko

=

» OOl A, =8 O2{= (GDPR =& ?{HH)



- XN|AXE E2 4E(Systematic Literature Review, SLR) &

Lk =45 4=z | =843
ovensnce
201 th Eahanced 2m7 | #AHA9s
. BC-FUE: Protecting Frivaer and Self- reigaty n1-
o through BlockCheias for OpeaFl)s o
no | Blockehain s & lloterization Service for Uatz Sharing sn1s e ren s
- with Fersonel Dats Store [37] - T
Legislative Compliznce Assessment: .
Nl 2018 A=
Fremework, Model end GUFR Instantistion [35]
- Blockchsin-besed Fersonsl Datz Manspement: - s
. From Fict Solution [31] - =
e GUPR-Complisnt Personsl Datz Manspement: A e s
- Blockchzin-based Solution [38] - =
Blockchsin-based conseat mansger for GUFR
07 2n1s
compliance [40]
ckechain Ideatity Mansgement
N8 cure Personsl Dleta Sharing ine 2019 Ad
[41]
Al Conseat Management
0 Flatform for Personsl Dats Frocessing 2018 A
in the IoT Using Blockchsin Techaclogy [12]
B10 BFLIMS: { ckchein-based personsl data and s
o ide menzgement system [43] o
[DEFelTl) Architecture: & Frivacy by Design Flatform
E1ll 2018
for GUFR Complisnce [44]
B1: Automsting GUFR Complisnce using Folicr Inteprated .
o Blockehein [45] o
Frotection and coatrol of personal ideatifisble inf .
13 2020 Ad
ormstion: The FoSell'~on epprosch [18]
1 Lightweight Blockchain-based Flatform for GUFR- N I
e 202 AHds
Complient Fersonsal Data Mensgement [17]

i
riy
re
-1

E =2 25 47Y, ol 2| 14, =LY a7}

44T

[ue)

RO1. ROZ. RO3, RO4

EO01

E0b, E06. K01, K02, K04

E0Z, E03. EO09

re
[
r 2l
AU

E08., E10

FW
o
o8
N

E04, E1Z

&2 g

EO7, E09, E14. KO3

GDPR =3 ]

E06, EO7, E11. E13, K01, K0Z

10



i
|-I'|J
e
-1
A
1%

HATEE 1

o

-_

. 2ERQ 7|& B 43} 7|ED XAFEY AYH| A7
« GDPR 112{ &%
- GDPR O £7ZI 2|5 EUOIA GDPR £F M ZENE X| Y
 BPR4GDPR: GDPR T & #(ot H| =LA Z= A 2[AX[L 0 R 7[&X =2
- DEFeND : GDPR X| & & ®/°t O|O[H AHEHA
« SMOOTH : 27|22 9/ GDPR 8 & SctRE EE
- PDP4E: /iR EES Sl HO|H E= AX|L|NZHE S0t GDPR & Y & =+
-+ PAPAYA : ES El JiQIHEE ?lot 24 SHE
« PoSelD-on: 7HRIMEES A3 CHAIEEE St oMt He 25 3 X O

. GDPRZ 9/ CHbe S MRS CHEX|BH O M 0| CHRR| Qe o =7

rOI'

11



==M2 7|8 59| 2| A
- OfOIC|Of XhA A+, 22 H 71 MAl 75

—LI

GDPR =% =& X9l
- GDPRO| =EH[2 HE35H GDPR &%l 28] 20|

Suste AN s|Zt7| B BT

H =
2ol e =+ A= R 7t =8 A1 HA EX

(Ol: HIOlH =2zt HHY =M, 2400 2t

i
rl'lJ

GDPR = G H K| CtE

i

2

{ GDPR Compliant Blockchain J

i N
Consent Management

L —— Smart contract for consent management
Article 7 °

- Data Collection, Scope Minimization
Data processing principles ; .

= o ITOC o
and Tavefilnass Smart contract for data processing

Artidle 5, 6,12 Smart contract for process tracking

Transaction is transparent in blockchain

Territorial Sc = .
e —— Private blockchain can be used

Article 3
— Logical deletion
Blockchain Pruning
Data Deletion and ) HEveedle Pacaypan
— Modification Off-chain data storage
Aticle 16,17, 18 Smart contract for access revoke
Consensus Design tor block deletion

Zero knowledge proot for anonymity

Protection and Privacy by . ) -y .
Design Artidle 25 Zero knowledge proof for anonymity

Each node as controller

— Data providers can be controller

Transaction creators as processors
Miners with finandal leverage as
controller

Joint controllers for private blockchain
 Miners of private blockchain as
processors

Smart contract developers as processors

Responsibilities of
— Controllers and processors
Article 24, 26,28
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@|Key (Access Policy)
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\ Signing
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|
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I Data Contract
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Controller |
|
I
|
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|
|
|
|
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|
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by Data
Data subject
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Data Controller of consent
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L ! Data Processors Authority
Data Subject Data Controller ing P ' S
O subscribe request B i
(1) > | « {5 i
e’ ! 7N\ ! S
\ \ '
/ 1 A ‘l request audit
{3 JGrant Consent i 8 data H GD
1 N data o ' b
Grant (?) New Collectir gl | access (10) )—/——
Consent™ Consent {_.2) ' ) ~

Data Reclpient
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Er;’t-i;User |

= E 48, . Datcgquest @
] g >
‘ | APis s & sp
e sz @ Resource Server
»

3
5 TP Data Return (DBMS)
<)
4 ; ? ‘
Access o Access Grant  Token 0 e Token
Request % Validation : # Validity

* (provide token)
4 .

W
@ Authentication &  1dM & Logging & @
Authorisation Access Control Provenance

@9 BLOCKCHAIN PLATFORM () B

------ + Smart Contract operations
- |nteractions among entities (e.g, APl calls and data flow)
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API, SDK (Node,js)
Input l l Query

PP EZESZ
Committing Peer 1 Committing Peer n Ordering Endorsing Peer m
Service
Helas Helas Nodes Heolac
=& & 2E

____________________________________________________________________________

Transaction Enter and Notarize, Granting Inquiry Authority, Transaction Inquiry

Mebership, Consensus, Chaincode, Security and Crypto Services

IDENTITY TRANSACTIONS SMART CONTRACT LEDGER

g, LEN oM 28HE 2™

B AH[A

e 22X 0 HEYI B

| 2

GDPR 71 E X 2| 2H
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Request
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Response

DCZt DSE B g ol i S 2+

o 7 =
9 H%, 29 15,089 ID, 5P| URL, DS ol W<,

Aol R¥. 23 E. SHUE B AT

Authorization
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Algorithm 1: MakeSessionKey

Input : D3's ID dsld. SP's url spUrl, transaction ID trxld, transaction type tr
¥Tvpe, private data pData, timestamp dT

Output : Session Key sKevw

1 if trxTvpe equal request then

2 eKev <« Hash( Hash(trxId) + Hash(pData) )

3 Add { trxdd, sKey. dsld, spUrl )} in application database

4 return sKev

2iE|E

Algorithm 2! InquirySessionKey

Input : User D uld, transaction ID trxld
Qutput: Session KHey sKey
1 UserType uTvpe « Check User Type (uld )
2 if uType squal DS then
3 sKey <« Query skKey frormn application database
where uld equal dsld in DB
and trxld equal trxld in DB
4 if uType equal DC then
5 5P’z url spUrl « Get spUrl from user information
in DC’s session
6 sKey <« Query skKey fromn application database
where spUrl equal spUrl in DB
and trxld equal trxId in DB
7 else
8 sKey « null

9 return sKey

|
H

29



| 2

GDPR 70l X2 2 3

N EEXE 2/ HS=S M =830 S
BCO| M&E L1 S5l QE/MHS MY MHE Sl TS

Algorithm 3: InputRequest

Input : DS’s ID dSId, SP’s url sPUrl, SP’s e-mail sPMalil, process type
pRCType, contents of request rQInfo, timestamp dT
Output : Transaction trx
// make key
1 Transaction key rQNo, err < MakeRQNo(dSId, dT)
2 if err != null then
3 return err
4 Request structure request < Request{ rQNo, dSId, sPUrl, sPMail,
pRCType, rQInfo, dT}
5 requestJSON, err < Transform to JSON(request)
6 if err != null then

7 return err

8 return Make transaction(rQNo, requestJSON)
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Algorithm 5 InputAuthority

Input ! Grant key ¢TNo, grant type 2TType, auditor’'s D =sAAld, SP's url
FUrl, Grantor's D 2T, expire date expDae

Output : Transaction trz

Hfcheck athority being
5exigs, err + Check Authority Esists(eTH o)
& if err != mull then
7 return err

&1f exigs then

Gtrz — Updae Auhority(ctz, £TNo, expDate)

Algorithm 6 GetMotarizedLists

Input ' Grant key gTHo, grant type gTType, start date for cquery
fromDT, end date for cquery endDT
Output ‘' Eequest Transaction list trzListl, Response Transaction list
trzlist2

/fcheck Authority validation
1 validation, err « Authority Validationf{g TN o)
Z if !validation then
3 returnPrint error("the authority %s doesn’t wvalid', £TNa)
/feeparate and extract Ds
4 Auditor's D sAAld, DS's ID dSId, SF's url sPUrl, err
+ Extract Ids{gTNo,}
/f range query of DS's recuest

5 requestlterator, err < Cuery by range(dSId+ fromDT, dSId+endDT)
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