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2010 #oswl (o 2l) sEl ol (Stuxnet) oy 302 s fE S4 S PCl AR R e Ao s sl g Zabsie] @A 2] e s
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2012 | % (shSlerelsfsn) | AFi(Shamoon) @ g5 B e 2 WILPC 3R v A w7 B ul e

2014 A (5 %) Aot mslel sie 2§ oA el 4y
2015 £ e ( 3 el ) %40 ) A (Black Energy) 4 51 = § S8 Al o < 2313 Fohsie] 64 1 5 22900 1 £ € 4 4

2016 Ed(3 ) #% ZHAOLUSB A Fege 4% ez £ 3,
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Enterprise Zone

Level 5: Enterprise

Level 4: Site Business Planning and Logistics

Manufacturing Zone _
Level 3: Site Manufacturing Operations and Control

Level 2: Area Supervisory Control

Level 1: Basic Control

(Modbus, §7comm, Lithernet/[P{Industrial 'rotocol}, ==*)
T3 Y TR (

A4 3G EA ) > =g d Ay > 224~ 54

Level 0: Process

Safety Zone

A 4] a) 2 Level 08 2] (2 Zof o] £}, 4l 4 £
]

s

52
Se) A w9 =) H o X (PLC S)E Level 1 8 3

- SA ) o] B = Level 1-29] 4] 31 A4

{OPC-UA Gateway, Pl System %)

Direct
= = = Remote
Human - Machine Remote Diagnostics
Interface (HMI) And Maintenance
-~
Set points, T T
Control algorithms, | |
Parameter constraints, | |
Process Data | |
I 1
.q. —— -
e > Controller [ |
Manipulated CU”t_"U”Ed 1
Variable Variable
P ——
¥ | ¥ 1
I
Actuators M= =-=-=========- Sensors ="
s Y
Process > Controlled Process M Process
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Inputs T outputs
Disturbances
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A A o o) o] ¥ 2} & 3} 4) 7 9}
2-1. A| A 3 47
- 7 Ao 2l 2 F points A 2 5 3ol Features
(T x4
d3kZ T2, A 7be) 5 Fol w2l W3 Time Step =3
g X3
. ma A Ao Hae do)o] 4gol S F
U Ll
Fxolw, o £ ¢l ol ol o 3 &) o) H Falet. L ]
N
Vimput' : temsor([[9.9751e-01, 5.7956e-01, 4.3588e-01, ..., 6.6434e-01, 8.8776e-01, 2.5674e-04],
Features(n Abnormal (x ) 19.9751e-01, 5.7918e-01, £.3588e-01, ..., 8.6795e-01, 8.8535e-01, 2.5674e-04],
v } v 1 19.9751e-01, 5.8562e-01, 4.3588e-01, ..., 8.7054e-01, 8.8396e-01, 2.5674e-04],
I I .
~ ! ! 19.9751e-01, 5.609%e-01, 4.3588e-01, ..., 8.7520e-01, 7.5754e-01, 2.5674e-04],
| Ip]
- /“\4 19.9751e-01, 5.6043e-01, 4.3588e-01, ..., 8.7281e-01, 7.5503e-01, 2.5674e-04],
o 19.9751e-01, 5.5416e-01, 4.3588e-01, ..., 8.7026e-01, 7.5406e-01, 2.5674e-04]])
E- 'predict's tensor([9.9744e-01, 5.531%-01, £.3593e-01, 4.1077e-01, 5.2651e-01, 9.9953e-01,
9.9383e-01, 5.6975-01, 9.99682-01, 9.9966e-01, 2.7198e-04, 1.6308e-01
@ o~ 1 ! i 1 ' !
& Time Step(3) (yl) 1.6238e-01, 3.9501e-01, 6.1492e-01, 9.8606e-01, 9.9624e-01, 3.7718e-01,
2834e-01, 2.6622e-01, 3.2805e-01, 5.066de-01, 2.8673e-01, 2.86452-01,
. . . . . 4.2834e-01, 2.6622e-01, 3.2905¢-01, 5.066de-01, 2.8673e-01, 2.8645e-01
0 1 ) 3 4 5 6 7 > 1.8055+00, 4.76332-02, 9.64052-02, 2.8687e-02, 4.3906e-01, €.1533e-01,
Time(sed) 5.16%4e-01, 3.8916e-01, 7.2084e-01, 3.5193e-01, 3.4857e-01, 5.8513e-03,
1.5504e-03, 8.6702e-01, 7.5447e-01, -3.9041e-05])
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4 HAT Mt : X
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Data Normal Abnormal
Release Y
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Pl A
. S 177 25 K 13 181
(I 1A
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1A P bats 41 H 112 Y3
7 ~ i
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Abnormal Detection Procedure
- Experimental Method
Deep Learning Algorithm Data Base Model | Internal Model |
Performance Evaluation Preprocessing Tuning ] Tuning
= et =i " - 1 " A 1 " - =1
i C:mﬂ[}ﬁaﬁm] 1 1 Train/Test Data I I Timestep ParameterI | Backward :
I ( d} I I —Time Series Data 1| I Hyper parameter | I Elimination 1
Lmmmme e AutoEnCoder - S T Sy St (O SO
¥

Ensemble Recurrent
Neural Network Model

Data(Feature)

L 4
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| A
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=
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- Null/NaNs 3+ 3 <]
- dlelg 27 o Y
- Min-Max Normalization

- A|lAl g vle)e 2 w3

| Sy

INPUT(Train Data)

INPUT(Train Data) . . E?"'
B - Window Size ° e
(Time Step)

4 INPUT(Train Data)

INPUT(Train Data)

@ - Input Dimension

— - Samples

n INPUT(Train Data)
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- TimeStep

- slo)sfalelyl g

- Cell, Layer, Bpoch, -

No Parameter Range Selec
1 Time Slep 25~ 11y 55 ~ 59
z NN LT, GRU Stacked GRU
a Cea(Node) L) ~ 300 200
4 Fiidaen Layver 2~4 3
5 Lpoch 30 ~ 80 50
& Bateh Siwe 230 ~ 2000 2000
7 Activalion turalion [2elu Relu
b Loss Function MSE, MALE MAL
9 Oplimizer REISProo, Acam, Adamw AdamW
103 Dropous o~ 03 X
11 ata Shuaftle True, False I'rue
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ofAb2 %3 4] 74 9} S o) &3} u] ) A} 2 A
= E
3-1-3. 3 2w A (EA A

& % x| 71 ¥ (Backward Elimination): & &) £ &) &

=
—_—

=

A7) Apefol A 5 o H 2 (4 o A )2 sl Al A 2ol
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A delde 4Rl g Ao dsedd
050 050
045
;:z normal
éC:SC
EC.ZS
%C.ZC
g
E’_ Threshold
;CZ Abnormal
:'Ccc 246 81012141618202224 26 28 30 CEC: 2468 10121416182022 24 26 28 30
Time(s) Timels)

1Round 2Round 3Round
Drop(D) Loss | TrainData Test Data Test Data Test Data
Features MAE | Max | Mean | F1 TaP | TaR D F1 TaP TaR P F1 TaP | TaR P
P1_B2004 | 3.754 | 0.062 | 0.008 | 0.918 | 0.978 | 0.864 0.925 | 0.979 | 0.876 0.919 | 0.975 | 0.868
P1_B2016 | 3.707 | 0.061 | 0.008 | 0.915 | 0.978 | 0.860 0.909 | 0.947 | 0.874 0.916 | 0.949 | 0.886
P1_B3004 | 3.749 | 0.061 | 0.008 | 0.909 | 0.971 | 0.854 0.916 | 0.976 | 0.862 0.911 | 0.977 | 0.853
P1_B3005 | 3.749 | 0.062 | 0.008 | 0.899 | 0.976 | 0.833 0.907 | 0.973 | 0.850 0.907 | 0.971 | 0.851
P1_B4002 | 3.836 | 0.061 | 0.008 | 0.918 | 0.974 | 0.868 0.921 | 0.971 | 0.875 0.916 | 0.960 | 0.876
P1_B4005 | 3.736 | 0.061 | 0.008 | 0.920 | 0.976 | 0.869 0.920 | 0.966 | 0.878 0.919 | 0.975 | 0.870
P1_B400B | 3.705 | 0.061 | 0.008 | 0.922 | 0.969 | 0.880 0.925 | 0.978 | 0.878 0.934 | 0.976 | 0.896
P1_B4022 | 3.713 | 0.062 | 0.008 | 0.909 | 0.956 | 0.866 0.924 | 0.975 | 0.878 0.923 | 0.972 | 0.878
P1_FCVOID | 3.768 | 0.061 | 0.008 | 0.920 | 0.977 | 0.869 0.927 | 0.978 | 0.881 0.921 | 0.971 | 0.876
P1_FCVO01Z | 3.719 | 0.061 | 0.008 | 0.921 | 0.977 | 0.871 0.922 | 0.968 | 0.880 0.912 | 0.955 | 0.872
P1_FCV02D | 3.644 | 0.061 | 0.008 | 0.925 | 0.978 | 0.878 4 - \4
P1_FCV02Z | 3.760 | 0.062 | 0.008 | 0.911 | 0.967 | 0.862 0.922 | 0.971 | 0.878 0.919 | 0.952 | 0.889
P1_FCVO03D | 3.725 | 0.062 | 0.008 | 0.887 | 0.968 | 0.819 0.901 | 0.956 | 0.852 0.923 | 0.972 | 0.879
P1_FCV03Z | 3.726 | 0.061 | 0.008 | 0.907 | 0.973 | 0.849 0.920 | 0.978 | 0.869 0.924 | 0.981 | 0.874
P1_FTO1 9 | 0.061 | 0.008 | 0.909 0.869 0.912 | 0.950 | 0.877 0.914 | O 0.875
P1_FTO1Z | 3.701 | 0.061 | 0.008 | 0.909 0.859 0.923 | 0.981 | 0.871 0.927 | 0.964 | 0.892
P1_FTO02 3.723 | 0.061 | 0.008 | 0.914 | 0.961 | 0.872 0.921 | 0.974 | 0.874 0.930 | 0.972 | 0.891
P1_FT02Z | 3.739 | 0.060 | 0.008 | 0.919 | 0.974 | 0.869 0.923 | 0.975 | 0.876 0.924 | 0.976 | 0.877
P1_FTO03 3.725 | 0.061 | 0.008 | 0.906 | 0.959 | 0.859 0.919 | 0.970 | 0.874 0.923 | 0.978 | 0.874
P1_FT03Z | 3.726 | 0.061 | 0.008 | 0.900 | 0.962 | 0.846 0.917 | 0.969 | 0.871 0.924 | 0.978 | 0.876
P1_LCVO1D | 3.716 | 0.060 | 0.008 | 0.904 | 0.979 | 0.840 0.903 | 0.964 | 0.850 0.914 | 0.982 | 0.856
P1_LCVO1Z | 3.733 | 0.061 | 0.008 | 0.918 | 0.976 | 0.867 0.909 | 0.958 | 0.865 0.915 | 0.962 | 0.872
P1_LITO1 3.730 | 0.061 | 0.008 | 0.915 | 0.979 | 0.859 0.925 | 0.986 | 0.872 0.929 | 0.986 | 0.878
P1_PCVO1D | 3.716 | 0.061 | 0.008 | 0.914 | 0.975 | 0.859 0.921 | 0.970 | 0.877 0.920 | 0.977 | 0.869
P1_PCVO01Z | 3.710 | 0.061 | 0.008 | 0.913 | 0.978 | 0.857 0.915 | 0.976 | 0.862 0.907 | 0.953 | 0.865
P1_PCV027Z | 3.683 | 0.061 | 0.008 | 0.913 | 0.975 | 0.858 0.921 | 0.965 | 0.881 0.920 | 0.973 | 0.872
P1_PITO1 3.735 | 0.060 | 0.008 | 0.914 | 0.965 | 0.868 0.929 | 0.982 | 0.883 vV - - - Vv
P1_PITO2 | 3.699 | 0.062 | 0.008 | 0.919 | 0.977 | 0.867 0.933 | 0.979 | 0.890 0.928 | 0.970 | 0.890
P1_TITO1 | 3.706 | 0.061 | 0.008 | 0.919 | 0.971 | 0.873 0.914 | 0.958 | 0.874 0.913 | 0.959 | 0.872
P1_TITO2 | 3.706 | 0.061 | 0.008 | 0.910 | 0.961 | 0.864 0.924 | 0.975 | 0.878 0.930 | 0.973 | 0.889
P2_24Vdc |3.030 | 0.060 | 0.007 | 0.902 | 0.956 | 0.854 0.925 | 0.976 | 0.879 0.920 | 0.969 | 0.877
P2_CO_rpm |3.500 | 0.060 | 0.008 | 0.879 | 0.959 | 0.811 0.875 | 0.959 | 0.805 0.885 | 0.975 | 0.811
P2_HILout |3.295 | 0.060 | 0.007 | 0.915 | 0.974 | 0.864 0.926 | 0.980 | 0.878 0.921 | 0.967 | 0.880
P2_SITO1 3.529 | 0.057 | 0.008 | 0.921 | 0.980 | 0.868 v - v
P2_SIT0O2 | 38.543 | 0.057 | 0.008 | 0.914 | 0.975 | 0.860 0.902 | 0.959 | 0.851 0.925 | 0.980 | 0.876
P2_VTO1 3.509 | 0.055 | 0.008 | 0.913 | 0.978 | 0.856 0.913 | 0.954 | 0.875 0.919 | 0.972 | 0.871
P2_VXT02 | 3.590 | 0.054 | 0.008 | 0.919 | 0.976 | 0.869 4 - \4
P2_VXTO03 | 3.632 | 0.052 | 0.008 | 0.918 | 0.982 | 0.862 0.930 | 0.977 | 0.886 0.925 | 0.974 | 0.880
P2_VYTO2 | 8.592 | 0.055 | 0.008 | 0.919 | 0.974 | 0.870 \ - - - - - - - \
P2_VYTO03 | 3.650 | 0.051 | 0.008 | 0.905 | 0.963 | 0.854 0.904 | 0.925 | 0.884 0.931 | 0.978 | 0.887
P3_FITO1 3.668 | 0.062 | 0.008 | 0.914 | 0.973 | 0.863 0.924 | 0.973 | 0.880 0.927 | 0.978 | 0.880
P3_LCPO1D | 3.709 | 0.063 | 0.008 | 0.910 51 0.869 0.930 | 0.983 | 0.882 0.925 | 0.975 | 0.880
P3_LCVOID | 3.697 | 0.061 | 0.008 | 0.912 0.867 0.917 | 0.976 | 0.865 0.921 | 0.975 | 0.872
P3_LITO1 3.727 | 0.062 | 0.008 | 0.917 0.867 0.920 | 0.962 | 0.882 0.928 | 0.980 | 0.881
P3_PITO1 | 3.702 | 0.065 | 0.008 | 0.913 0.862 0.914 | 0.956 | 0.876 0.930 | 0.982 | 0.883
Result 3.407 | 0.042 | 0.075 | 0.917 0.862 0.929 | 0.982 | 0.883 0.929 | 0.982 | 0.883
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* Prediction - Using Ensemnble

Recurrent Neural Networks Model
TP+
Ty
| ’ Py
| L] | BVigal
—

Actual Value
Mean Forecast Brror(for each model

—»Data Generation( Abnormal=1

Internal ModselD(TS-50): 7980 rows > 46 columns
Internal Model1(TS-51): 7961 rows > 465 columns

Internal Model8(TS-58): 8245 rows > 46 columns
Internal Modelo(TS-59): 8325 rows > 46 columns

Conversion of the mean forecast error for each point
of the internal model based on the atfack scenario

P UENE  Fomond Flopatoe RURMEE P

ATTAEN, By b0

Extraction of Features by Process
1t scaling using Nomml:zer (scikit-learn)

Pz

3
ATTACK _Scenario
1 0.05228%

0026428 O.O0DASAT

Q126581 0082066

0.O93012

DOZOEES

0.131788 056927

¥ OZZ2EF1 O 226766 021451

02I5FFFT CO045184

030796

DO3900 OTFITE 0005559

—» K -Means Clustering
“Targel Label
Single Attack Multi Attack
Pi: 1{Red, @) P1+P2:
P2 2{Green. X) P14+P3:
P3:3(Blue. #) P2+P3: 6(Purple, W)

Infer an abnormal process
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ATTACK_Scenar io i S = = 7 687 -
_ [ 2 i
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L ______________________ __ _ __ _ __ __ ____ _ __ __ _ ____ ______ i
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L7l 2, 5, A5 29 25 45 97}

- oo d dane]E 45 83.40% (RNN > CNN > AE)
- 7 ERA(EY F9):91.60%

- R R EEA D) 92.90%

- AR R E R 57):93.80%

-ookARE mE () d 2" 107): 94.04%

I'aPR
RNN(GRU) Model | Threshold ‘ » »
F1-Score I'aP I'aR Detected
[nitial Madel 0073 83.40% 97.70% 72.70% -
Basic Maodel (.045 91.60% 97.904%, 86.10% 4750
[nternal Model (.045 92.90% 9R.20% 88 30% 48730
Ensemble vModel
(5 internal models) (.04 93.80% 97.70% 9{). 204, 48(+1)/50
Ensemble vModel
(10 internal models) .04 94 .04% 97.68% 9{).66% 48(+1)/50
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