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DT : DecisionTree

KNN : K-Nearest Neighbor

RF : RandomForest

SVM : Support Vector Machine
LR :LogisticRegression

NB : Naive Bayes

GBM : Gradient boosting
LGBM : LightGBM

XGBM : XGBoost




00 00 o

100 90 90 100

80 - 85 80

60 80 60

80

40 75 40

20 75 70 I I 20

0 70 65 0
A B DF J L M A H L A DEH I KL M ABCDEGHIKLM

DT KNN RF SVM
100 100 82 100
80
80
80 80 -8 o
60 60 76

74 40

40 40 ;(2) 20

20 20 e 0
0 0 66 D H H J J

A H L B DGHUJIKLM A D H J L GBM LGBM XGBM
LR NB Adaboost

= (x|

,,},l,,
aie
* CHONNAM NATIONAL UNIVERSITY



U U U

Ensemble Stacking

e (U OUOOUDOOO DL UOUODOUDO0O000O0000,00 00000
Jooooo oo boog oo

p
),
e
g,
ey
Prog...
Base Learner 2 lcgm?g
/ Final Prediction
Meta Learher i
: \ P‘gd'\\'-{\on 3
Base Learner 3
Data X
0
?‘w‘)\




Uy

NSL-KDD

o D00 D000 o000 o0 KDD99 O O o oo oo oo oo ooo™
00 Tavallaeell ) 0 [

# Feature name F# Feature name Fz Feature name
F1 Duration F15 Su attempted F29 Same srv rate
F2 Protocol type Fl6 Num root F30 Diff srv rate
F3 Service F17 Num file creations F31 Srv diff host rate
F4 Flag F18 Num shells F32 Dst host count
F5 Source bytes F19 Num access files F33 Dst host srv count
Fe Destination bytes F20 Num outbound emds F34 Dst host same srv rate
F7 Land F21 Is host login F35 Dst host diff srv rate
F8 Wrong fragment F22 Is guest login F36 Dst host same src port rate
F9 Urgent F23 Count F37 Dst host srv diff host rate
F10 Hot F24 Srv count F38 Dst host serror rate
F11 Number failed logins F25 Serror rate F39 Dst host srv serror rate
F12 Logged in F26 Srv serror rate F40 Dst host rerror rate
F13 Num compromised  F27 Rerror rate F41 Dst host srv rerror rate
F14 Root shell F28 Srv rerror rate F42 Class label
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protocol_type service flag protocol_type service flag
tcp ftp_data SF 1 20 9
udp other SF 2 44 9
tcp  private S0 1 49 5
tep http  SF 1 24 9
tcp http  SF 1 24 9
—
tcp  private S0 1 49 5
udp  private SF 2 49 9
tcp smtp  SF 1 54 9
tcp klogin S0 1 30 5
tcp ftp_data SF 1 20 9
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