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e Median filter= window Size H<{ 00| =S 3|
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=50l= filter
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o DHWHO &S0l Ml SA0 2F &S 2 Al X2k Xiel= 5
e Median f||t r€ Sl WY E MSEt SA Hel &g AS S
=0l A8g8 = US
I I I I I
D= o o |7.91[150(1.80011.289.71|316(8.14[109711.01/920| 0 O

Median
filtering

Tf = 1.50]1.80|7.91 (316 | 814|971 (971 | 9.20(920|9.20
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EDER eI =Y 55 U3 EEE
(1714 F9H pretrained )
ITD-E(H) FP12
CHM model

CASIA-VE D)

[15812] FEHashE Z&+ dAT
A3 pretrained FacelNet model

FVC2002-DE1( A 2)

[19]2] AA2] vEu Kernel

Principal Component Analysis

GG
for="

CNU(E=20])

(1619 =HYHD

- 789
e

< dlolE Aol i 54 23 718 2 54 W 3

-

3
o
7

window size

EER

2.55=0.38%
5.00=1.53
B.75+£1.27

<A| 2 dle]EjAlo] et RDM2] Matching performances>

94.95=2.49
£06.535=5.40
£0.10+£7.54

365024
3.153=z021
2.81=0.17
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— Stolen helper data scenarlo Transformed templatelt 0HE templateE MAlS [ Al
e o451dlE 2 B= Oic0IgHE g4 211 A= JH-

(Tf,Window size, RP)

— ABRM(Attack via Record Multiplicity) : ¥ & feature vector0l tHS 04 Transformed

templatell 0HE templateSS MAE I} AI23Y Ti2tOIE MIEE 22Xt {0t= Ot

2 $3g 4 ATk IH

(Tf1, Window size;, RP;), (Tf,, Window size,, RP,), -+, (Tf,,, Window size,, RP,)



Random Distance MethodOll tHSt Xl 2 & 3H(3H AAHl)

e JNI°H0l= A make_FakeDistanceVector?t make_FakePoint ZZ2MAE A

make_FakeDistanceVector= median filter 22 9| ZilJ} TfQl 2 Fake Distance
Vectorg OiIE= T2 A

make_FakePoint= Random Point?}°] He2lJ} Fake Distance® &M A0lH= =M A

as= X

Transtormed Fake Distance .
Fake Point
template Vector

make FakeDistanceVector _ :
Using window size | | Using Random Point [
Tf FD (fpX , fpY)




m Make_FakeDistanceVector(0r0] T 01)

o make_FakeDistanceVector= median filter
Vectorg QtE= 8O =

=2 e ——m —l

ZHAE

M S0
o T

o| A} Tf
AXl= TfQ window sizeE 211

o TfOl a4=2 O0I20H M 2 index0ll 0 Z0l= window size &< LHOl
2oty ordering A= A

L

[

[ ]

usSSE S

|.i.
I
7O91)1.50(1.80111.289.71(3.16| 8.1410.9411.01 9.20
|_| Median
w,~ Tiltering
1.20)1.80(7.91|3.16|8.14(9.71|9.71|9.20(9.20| 9.20
Median "
filtering
TO1(1.50)1.80)9.71| 971 316|814 9711971920

3

3

]




m Make_FakeDistanceVector(check_Promising)
o Tf WEHO| gUSWHM = = US2 HIQAO0IN FDCIFake Distance Candidate) Y E{ A4 A

e FDCO AES M4 EEEM HEHZ Vit 40| M SHS MW

Wwindow size = 5 Tf = [1.50, 1.80, 7.91, 3.16, 8.14, 9.71, 9.71, 9.20, 9,20, 9,20]
FODC = [1.50, 1.80, 7.91, 3.16, 8.14, 9.71, 9.20]

ﬁﬁ

——
—i
T
TI
2

—
2
2

W
=]
L2
[

=

(2) FDV =

2




m Make_FakeDistanceVector(check_Promising)

o FDCO| ASS KA LLEZA WEHZ J|8t 20| DM St

flio

zig

Tf = [1.50, 1.80, 7.91, 3.16, 8.14, 9.71, 9.71, 9.20, 9,20, 9,20]
FDC = [1.50, 1.80, 7.91, 3.16, 8.14, 9.71, 9.20]

FDV = oloflofofofo o
Median_filtering(FDV)[0] == TF[0] <------- True or False 777
FDV = 0 o|lojo|O0|0O|0 |O
Median_filtering(FDV)[1] == TF[1] <------- True or False 777
-
-
-
Median_filtering(FDV)[8] == TF[8] <------- True or False 777

Median_filtering(FDV) == TF <--—---- True or False 777

-

-



m Make_FakeDistanceVector(check_Promising)

If = [1.50, 1.80, 7.91, 3.16, 8.14, 9.71, 9.71, 9.20, 9,20, 9,20]
FDC = [1.50, 1.80, 7.91, 3.16, 8.14, 9.71, 9.20]

8.14 9.71 9.20




m Make_FakeDistanceVector(make_FDC)

o EMY TZi2 =0|7| SIoH FOVOI 2t indexH= FOCE BHE0FE HOZ AIAY} Aol

|

Window size = 5 FDC, FDCg FDCo

w] |l

9.20 9.20 9.20
l 9.20 9.20 9.20 9.20
9.20 9.20 9.20 9.20 9.20
9.71 9.71 9.71 9.71 9.71

l 9.71 9.71 971 9.71 9.71

8.14 8.14 8.14 814 8.14

3.16 3.16 3.16 3.16 3.16

FDCs
FDC,
FDC,

FDC,

FDC,
FDC,

1.50 1.50 1.50

Tf = 1.50 3.16 18.14]9.71(9.71]9.20 | 9.20| 9.20

Index of FDV = o 1 2 3 4 5 o6 7 8 9

flio
pa
02



m Make_FakeDistanceVector(make_FDC)

Tf = [1.50, 1.80, 791, 3.16, 8.14, 9.71, 9.71, 9.20, 9,20, 9,20] Window size = 5 FDC, FDC, FDCy
FDC = [1.50, 1.80, 7.91, 3.16, 8.14, 9.71,9.20] L I A |
oy ‘| ‘ ‘ ‘ ‘ ‘ ‘ FDC FDCs 9.20 9.20 9.20
= 00 (150010 oe|oyo0joOo|0j0 |00 4
w | 4 e
Median_filtering(FDV)[0] == TF[0] <------- True or False 777 FDC, 971 9'71 9'71 9'_” 9’71 '
FDG l 971 971 971 9.71 9.71

FDV = of 0 |1.50/1.50{150(15

=

DDEEDEE

8.14 8.14 814 8.14 8.14
3.16 3.16 3.16 3.16 3.16

Median_filtering(FOV)[1] == TF[1]  <------- True or False 777

-

: 1.50 1.50 1.50
Median fitering(FDV)[8] == TF(8] < True or False 222 Tf = |1.50]150[791)316]814|971/971920 920|920
Median_filtering(FDV) == TF  <---—--- True or False 77? Indexof FDV= 0 1 2 3 4 5 6 7 8 9

710 = 282,475,249 3-4-5+-5-4+4+3-2+-2+1=237,600



Make_FakePoint(0t01C] 01)

o make_FakePoint= Random Point?}°] H<dlJ} Fake Distancell M2 A 0lH= =2 MA
(2AXI= FDQE Random PointE 211 QY= Algh

e Random Point€ 9| ZAO = Ol HtXISO0] Fake Distance? &2 Al &I™ Y &
29| R= MS2 Fake Point=EA X = A= A

A
Y

EFD
FD

(x y) .

FD F D X
S/
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m Random Distance MethodOil CHS! Xl 2 & SH(CJAI &11d]

Algorithm 1: Check Promising (checkPromising) Algorithm 2: Make Fake Distance Candidate for each index (makeFDC)

Input : Transformed Template Tf, Index number /d, Window size w
Ouput: Fake Distance Candidate FDC
FDC=][];
if (Id is the left edge)
foriinrange ({d + (w-1)/2)

Input : Transformed Template Tf, Fake Disinace Vector FDV, Index number /d, Window
size w

Ouput: Decision

Temp = median_filler(FDV, w) ;

if (Id < (w-1)/2) if (Tf[] not in FDC)
return True; FDC.append(Tf[:]);
else if (Id < len(Tf)- 1) return FDC;
if (Temp[/d - (w-1)/2) =Ti{Id - (w-1)/2]) else if (/d is the right edge)
return True; for i in range (Id - (w - 1) / 2, len(T¥) - 1)
else if (Tf]¢] not in FDC)
return False; FDC.append(Tf[7]);
else return FDC;
b ; else
l“rump:T“ foriinrange (Jd-(w-1)/2, Id+(w-1)/2)
retum True; if (Tf[i] not in FDC)
else FDC.append(Tf[i]);

return False; return FDC;




m Random Distance MethodOll CHSt Xl 2 H & S H(C]AL 2 1ldlS)

N 7
Ouput: Fake Distance Vector FDV Input : Fake Distance Vector FDV, The x coordinates of Random Point RPx, The y
global stop flag; . .
stop flag = False: coordinates of Random Point RPy
il?lv =(T[?)] * leIn(g)Tﬂ; Ouput: The x coordinates of Fake Point P, The y coordinates of Fake Point FPy
1 en — A
stop flag = True; FPx= I I:
return FDV; pr - I I
FDC = make_FDC(Tf, Id, w); N ! .
for candidate in FDC for { in range (len(FDV) - 1)
FDV[Id] = candidate; By
if (check_Promising(Tf, FDV, Id, w)) FPappend(RP KU“‘ |
make_FDV(Tf, Id + 1, w); FPy.append(RPy[i] + FDV[i]};

if (stop flag == True) .
break; return FP X, [P Y,




Random Distance MethodOfl CHSt Xl 2 H & 2H(3H =8 AlZH

window size ITD-E CASIA-VD 2002 DBl CNU
3 00730024 00820019 002620002 0.032z0.003
4 051820089 05370037 022420029  0.204=0.033
7 7.92822.179 8.1+2.94 234320483  1.898=0.763

7 glo|Ej41e] Transformed templated] Cier 24 288 A|7Hsec)
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